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EXECUTIVE SUMMARY: GOALS AND OVERALL ASSESSMENT
Stated goals of the summit were to: 
1. launch an international awareness campaign by governments, businesses and individuals about the growing threats to economic stability and security; 
2. identify the problems, with particular emphasis on those that pose a common threat;  
3. facilitate joint action and new agreements through intensive working-group interaction in the critical sectors of ICT, finance, energy, transportation, media, essential government services and national security.

The Summit demonstrated that most governments and private sector organizations pay inadequate attention to the diplomatic (or international policy) dimensions of cybersecurity. Private discussions and public comment confirmed that there are large gaps in global arrangements to promote cybersecurity, especially where important countries like China and Russia are concerned. For example, Russian and Chinese banks are not well integrated in to a global system of cybersecurity policy development though they do of course participate in secure transfers. This is however part of a bigger picture of non-regulation of cyber space by the international community. The Summit saw the tabling of scores of distinct recommendations and follow-up “action plans” to address vulnerabilities and threats. The Summit generated excellent media coverage in English language outlets around the world. Participants in the events rated the Summit highly for its addressing of unmet, high priority needs and looked forward to the convening of the second Summit in London in mid-2011. The biggest challenge for EWI will be to prioritize the recommendations and devise an action plan in a short time frame that maintains the momentum generated by the Dallas Summit.
Next steps and highlights from the Summit are outlined in the following pages.
LINES OF ACTION FOR NEXT STEPS
As a result of the Summit, EWI’s interim ideas for further action – subject to discussion – will pursue five main lines of action:

· Cyber 40 mobilization through Washington DC ambassadors

· Bilateral Track II meetings (US-China, US-Russia)

· Convene up to five breakthrough groups to execute specific concrete policy projects (e.g. ROGUCCI) 

· A worldwide CEO “council” or “cyber leaders forum’, small at first operating as a pilot

· Speak to the big issues by championing specific global solutions, such as a worldwide network of 24/7 points of contact; by convening a variety of public and private meetings on specific issues; and by publishing innovative ideas in op-eds, other commentaries and longer policy papers. 

HIGHLIGHTS OF NEXT STEPS IN PLANNING (A More Detailed Schedule is Available)
Bilaterals

US-Russia consultations, Moscow, May (Austin, Sarkissian)

US-China consultations Beijing, June (Rauscher, Firestein)

Breakthrough Groups

Finalize Breakthrough Groups’ project ideas (30 May deadline)

Convene five working teams (progressively June through September)

Speaking to the Big Issues

Cyber 40 Ambassadors Meeting, June, Washington DC

Cyber Seminars: London, June (Hathaway); London, July (John Stewart, CISCO)  

Policy Papers (3): Bajaj “Cybersecurity: the Way Ahead’; Westby/Weggener “; Gady/Austin “US-Russia Cyber Relations” 

EWI Cyber Leaders Forum, September, Dallas or NY

Mini-cyber summit pre-conference, Washington DC late 2010

One-day consultation Brussels, February, 2011

Second Cyber Summit, London, mid-2011

Media and Communications

Launch online community for “Dallas process” participants by May 30

SUMMIT CONTENT: POLICY HIGHLIGHTS AND POSSIBLE PRIORITY IDEAS
· Cybersecurity needs a global rethink, and fast. There is a large un-met need for greater international policy coordination and a more thorough understanding of the need for security in cyberspace.
· Most cybersecurity professionals are simply unaware of the international policy developments in their field. 

· Policy needs to be differentiated according to quite distinct buckets (crime, war-fighting, espionage and social aspects), though the buckets can be arranged quite differently  

· Some of the key problems policymakers are facing today in cyberspace, including putting national security against the privacy of individuals, are: 
1. lack of a commonly agreed definition of what cybersecurity means; 
2. lack of effective integration of technical, business, legal, defence and international policy competencies on a level that has not happened so far; 
3. inadequacy of current diplomatic assets assigned to the problem, which reflects a lack of political commitment at high levels; 
4. inadequacy of the commercial drivers for building security into network equipment, networks and services, the inadequacy being the result of a lack of consumer awareness of the risk exposure they face and a lack of leadership and commitment from those in control; 
5. the fact that while states have the right to organise offensive and defensive assets for information operations of a strategic character to affect the strategic intentions of other states, international law does not adequately regulate these assets; 
6. lack of regulation of three levels of information warfare: political, military strategic and military tactical; 
7. states’ thinking about their online security being too parochial for collaboration on crafting global cyber regulations. 
· Reactions to the rapid rise of cyber-criminality, which includes economic crime and direct threats to critical infrastructure, are piecemeal
· Governments haven’t done enough and have fallen into the trap of seeing matters in a narrow, national way 
· industry has been content to sell products without asking whether security was properly embedded into the way products are developed
· There's a certain dead element of cybersecurity, it's essentially an afterthought and not built into the Government equipment. Therefore, because of that, the technologies we have in place are almost indefensible. So we're constantly patching the cracks and filling the holes.

· Governments and private industry need to work collaboratively to develop the appropriate international framework to secure cyberspace but in a way that keeps our global information central nervous system intact and secure
· There is a preponderance of evidence that indicates cybercriminals could inflict major outages to portions of our critical infrastructure with minimal effort
· US management of the Internet may need an overhaul in favor of transition to a genuinely multilateral management system that has more global participation on domain management as well as the future planning and next generation infrastructure needed to address the changes that will affect the Internet usage
· International security policymakers must do more to keep up with the rapid technological advances but the needed international cooperation is not merely a technology problem
· There are important economic dimensions, especially when it comes to vulnerability, but also social and individual dimensions (the people operating the systems)

· Responses need to be harmonized between states, sophisticated and provide security without stifling speech and innovation online
· But Chinese policy, like Russian and United States polices in this field, suffer from cyber nationalism and mistrust of others that impedes collaboration.
CHINA

· A way has to be found for a Chinese company like Huawei to work under normal commercial rules in the United States market place without being subject to such high levels of mistrust. (Key US allies like Australia treat Huawei quite differently.)

· China supports international efforts to secure cyberspace but believes each nation's "Internet sovereignty" must be respected. China faces severe cybersecurity threats and needs international cooperation to safeguard cyberspace. Different national and cultural conditions need to be taken into account.

· Chinese law clearly states that anyone will be held liable for hacking.
· Internet-related crimes (in China) are showing a steady upward trend. There are big economic losses from hacking networks, viruses -- around one billion dollars a year. In 2009, Chinese law enforcement authorities investigated about 48,000 cases, a 37 percent increase over 2008. 

CYBER ANGST: BALANCING INSECURITY AND RISK
· Some participants talked freely of nightmare scenarios, while others cautioned against being too intimidated by vulnerability. Though the vulnerability may be high, most of the risks can be managed.
· A number of participants in the conference said one of their greatest fears is that people could simply lose confidence in the Internet unless measures are taken to crack down on such things as identify theft and credit card fraud.

· If the public decides over time that the Web is no longer a safe place to do business it could deal a crippling blow to electronic commerce. 
NEXT STEPS

· Since it would take at least ten years to arrive at a global treaty for cyber security, and many states are not ready for it, the best approach for now is to solve specific concrete problems or address well-bounded vulnerabilities, while “speaking to the big issues”.

· EWI should work with private and public sector leaders to advance the highest priority ideas debated at the summit with a view to making concrete advances in international policy collaboration.

· Key lines of work for EWI will include close attention to countries most seriously affected by mistrust.   

· The groundwork for international cooperation will have to be laid and more top-down methods may be urgently needed for effective public-public, private-private and public-private cooperation.
· The best weapon against the online thieves, spies and vandals who threaten global business and national security will be international coordination of cyberspace. People threatening security in cyberspace will have to realise the Internet is an integral part of every country, politically, socially and business-wise. To infringe cybersecurity is playing with fire.
· The lack of attribution is a key weakness in cybersecurity. We need to promote some type of global electronic architecture that allows cyber attacks to be traced back to their sources. Response to hostile acts is impossible without such clarity. 
· Efforts towards clearer attribution must be approached with caution.
· Create market incentives to encourage the private sector, which owns and operates most of the world's digital infrastructure, to tackle minor crimes.
EXAMPLE BREAKTHROUGH GROUP: FINANCE SECTOR
As of May 10, first drafts of the reports of the breakthrough groups are still being prepared. As an example, here is a brief note on the main recommendations arising from the Finance Sector groups.

Legal Framework: cyber crime poses the threat of significant loss of user confidence in the internet and online software for financial institutions. The concern was that it could lead to the domino effect and create a serious systemic problem. The focus group proposed the following solutions to the problem: 
1.) Improve communication among financial institutions so that they may more easily share information; develop a consistency in approaching cyber crime for financial institutions.

2.) Engage in data collection aggregation of the data relasting to world-wide cyber crime that directly affects financial institutions and their customers.


-May need to seek mandate from international organization with authority; UN, G-20.

-Will allow greater understanding of the problem and reduce probability and impact of an event (crisis).

3.) Establish greater clarity between cyber crime and cyber espionage/cyber warfare.

4.) Get technology/software companies to share in the legal liability that financial institutions have with their customers when cyber crime occurs.

5.) Establish a set of best practices and define what interdepencies are; obtain funding for solutions, need real money to accomplish goals.

Cyber crime: The main issue this focus group identified was the trust and confidence factor involving customers using and interacting with financial industries in the cyber dimension. The group proposed the following solutions:

1.) Minimum standards need to be developed by the financial service industry for online security; need technical standards for user authentication.

2.) Standardized minimum user education and awareness are needed in order to mitigate certain basic cyber crime events.

3.) Solutions should involve coalitions of existing organizations, they should establish benchmark standards for the industry, the strategy should be implemented from the top-down (Company CEO’s), and states must encourage minimum standards.

4.) Financial industry should collaborate with the private technology industry to improve security and enhance customer/institute trust.

Global Undersea Communications Cable Infrastructure (GUCCI): This group proposed the following solutions:

1.) Aggregate financial community (institutions, customers, regulators, policy makers) should collectively work with the telecommunications and service providers to raise awareness of the importance of GUCCI.

2.) The financial sector should adequately share with cable operators their expectations for an adequately reliable and resilient network, including outage and performance requirements.

3.) Cable operates should publish or otherwise make available to the financial sector information on: GUCCI basic reliability and performance statistics; share best practices with other cable operators; recognize/remedy basic vulnerabilities, including the lack of adequate route diversity and network vulnerability to single points of failure.

4.) The financial sector and international communications industry should together develop a partnership approach in order to identify basic requirements and capabilities that serve the financial sector, now and for the future.

5.) The financial sector must itself recognize and escalate the important of a reliable and resilient GUCCI.

� A series of reports from the Summit will be released in coming weeks and months.





