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ObrnayHble BblYUCIIEHUSA N BUPTYannsauyms RISSPA

be professional

laaS PaaS SaaS
CepBucHasi mogersnb
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Kak cepBuc cepBuc cepsuc

CeteBou N3mepunmbiin CepBuc no
ONacTUYHOCTb
OOCTYynN cepBuC 3anpocy
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pa3BepTbIBAHUSA
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ObnayHble BbIYUCIIEHUA N BUPTYanusauus RISS PA

be professional

OCHOBHbIE NpenmMyLlecTBa:

*CHMXEHME KanuTarnbHbIX pacxogos (nybnnyHoe obrako)
*[1po3payHOCTb LeHOObpa3oBaHUS

OnnaTta ToNbKO UCMOSIb3yeMbIX PECYPCOB

* QPP eKTUBHOE UCMNOSb30BaHNE PECYPCOB
«ONaCTUYHOCTb N HEOIPAHUYEHHOCTb PECYPCOB
*bbicTpoTa pa3BepTbiBAHUSA

*BbIxoa Ha HOBbIE PbIHKK

*ObecneveHune notTpebHocTen busHeca



ObrnayHble BblYUCIIEHUSA N BUPTYannsauyms RISSPA

be professional

Puckun 6e3onacHOCTMU:

[loBepue: Nnpo3pavyHoCTb CEPBUC-NPOBaNaepa, npoueaypbl KOHTPOMSA U
yrpaBrneHust puckamm, COOTBETCTBUE 3aKOHO4ATENbCTBY

*be3onacHOCTb AaHHbIX: yTe4Ka, AOCTYMNHOCTb, NnNoTep4d, MecTo
pa3MeLlleHnNyd OaHHbIX

*YS3BMMOCTM B NpOorpamMmHoOM obecneyeHmnn
*OTCYyTCTBME CTaHOApPTM3aLNN
*COBMECTHOE NUCNOMb30BaHNE PeCYpPCoB
*ATakun Ha y4eTHbIEe 3anncu

*NHcanoepsl

*HeobxoanuMoCTb cneumanm3npoBaHHbIX CPeACTB 3alyuUThl



ObrnayHble BblYUCIIEHUSA N BUPTYannsauyms RISSPA

be professional

@ Dropbox

%gnsgrﬁgghn «Kak y 60nbLUMHCTBA OHNaNH-CEPBUCOB Yy HaC
€CTb OrpaHUYEHHbIN NepevyeHb COTPYAHUKOB,

KOTOPbIM paspeLleH AOCTYN K Nofb3oBaTeNbCKUM
AaHHbIM MO NPUYMHaM, yKasaHHbIM B Hallewn

Ampesp 2011
MNONUTUKE 6e30nNacHOCTU. »

«CuncTeMHbI agMUHUCTPATOP yaanun BupTyanbHble cepBepa bbiBllero paborogarens.
OueHunBaemsbin pasmep yuwepda coctasun 300 000%»

http://www.justice.gov/usao/nj/Press/files/Cornish,%20Jason%20News%20Release.html



ObrnayHble BblYUCIIEHUSA N BUPTYannsauyms RISSPA

be professional

zn DigiNotar’ ‘;7) PlayStation.
HNronab 2011 Amnpesb 2011
0 TEE
@z

Maprt 2011



ObrnayHble BblYUCIIEHUSA N BUPTYannsauyms RISSPA

be professional

MexaHn3ambl 3alnTbI:

«AKTyanusauus ctpaternm 6e3onacHoOCTW, NOMNUTUK U NPOLEaYpP OLEHKM
N yrpaBneHns puckamm ¢ y4eToM crneundmrKkm NCrnonb3yembiX CEPBUCOB

[Tpoueaypa OLEHKN 3aLMLLIEHHOCTU CEPBUC-NPOBaAEpPOB
[TonnTnkK N npoueaypbl 3aWmTbl MOOUIbHBLIX YCTPOWCTB
*AKTyanmsaumsa cTtpaTernm HenpepbiBHOCTN On3Heca

*/Icnonb3oBaHWe crneunanmM3npoBaHHbIX CPEOCTB 3alUnThbl (KOHTPOSIb
OO0CTyna, KOHTPOMb YyTEeYEK, MOHUTOPUHI CODbITUI, KpunTorpadpuyeckas
3aluuTa, TOKeHM3auud, yaaneHHoe yrnpaBsneHmne MobusibHbIMU
ycTpoucTBamMu 1 ap.)

[loBbILLEHNE KBaNUpMKaunm nepcoHana nogpasaeneHum
NHOpMaLNOHHOW 6e30MacHOCTN N BHYTPEHHENO ayanTa

[loBbILLEHNE OCBEOOMITIEHHOCTU NONb30OBaTENen



ObrnayHble BblYUCIIEHUSA N BUPTYannsauyms RISSPA
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Basic Tokenization Architecture

Server

T '

B sensitive Data

B Token

Tokenization ]

TokeHU3auus



cloud
CSA security

alliances-

Security Guidance
F{:]’
Critical Areas of Focus

Cloud Computing V2.1

Pn:pan:d la_y the
Cloud Se cur‘li’_y Alliance
December 2009

ObrnayHble BblYUCIIEHUSA N BUPTYannsauyms RISSPA

be professional

ler Draft Special Publication 800-144

National Institute of
Standards and Technology
U.S. Department of Commerce

Guidelines on
Security and Privacy
in Public Cloud Computing

Wayne Jansen
Timothy Grance

IT CONTROL

\

-

T -

Jor CLOUD
COMPUTING:

CONTIOLS AND AV ANCT N T CLOVD

HSACA
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CoumnarnbHble ceTu

Pucku:

*HekoHTpONMpyemoe
pacnpocTpaHeHne nHpopmaLunn

* AHOHMMHOCTb

*HeBO3MOXHOCTb yaaneHus
«UNdopoBON» NTUYHOCTHU

*Kpaka nm4yHoCcTU/MOLLIEHHMYEeCTBa

RISSPA

be professional
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CoumnarnbHble ceTu RISSPA

be professional

I
& Q right Wrong
" Th Tk

Cucrembl MOHUTOPUHIA NMonntunkun m MHCTPYKLUUU
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MollueHHn4Yeckmne onepaumnn RISS PA

be professional
YpoBeHb B1U3HEC-MPOLIECCOB
* WHTerpaunsa B cuctemy ynpasneHuss busHec-puckamm
* BbigBneHue n npeaoTBpalleHne moleHHn4YecTB (ppon)

* be3onacHoCTb ODU3HEC-NPUINOXEHUN

MOHUTOPUHT AHTUBUNPYCHas MexceTeBble KoHTponb

NHUNOEHTOB 3awuTa 9KpaHbI yTeyek

YnpaBneHue KpunTtorpadunyeckaa 3awura ObHapyxeHue
OOCTYyNnom aTak

YpoBeHb MHPPACTPYKTYpPDI

13



MolueHHn4Yeckmne onepauum

RISSPA

be professional

CekTop

CpeaHue notepun, % oT obLLEN BbIPYUKHU

durHaHCcOoBbIE OpraHn3aLun
30paBoOXpaHeHNEe
TenekoMMyHUMKaLUn
[1pon3BoacTBO

1-2%
5-10%
2-5%+

2-5%

14



MollueHHn4Yeckmne onepaumnn RISS PA

be professional

X|/|u.|,eH|/|e npoayKuMn, MaHUNynsunm B TEXHOMNOIMYECKNX U UHDOPMALIMOHHBLIX CI/ICTeMaX}

yqua NCKaXXeHne CbI/IHaHCOBOI/I OTYHETHOCTN U T. A.
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MollueHHn4Yeckmne onepaumnn RISS PA

be professional
T Dptimise FMS ﬁ

Reporting

Simple ﬂ\ \“'I
Composite Scoring |
_., .| Case FMS
Wias and _ ‘ ' Management Optimization
Ranking
Pattern |
ARSI N 7 Pattern
Data Aggregation ii;l!l;::g

Enrichment Engine

CncrtemMbl MOHUTOPUHIa N aHanu3a coobITUN 17



MollueHHn4Yeckmne onepaumnn RISS PA

be professional

AQMWUHUCTpPaATUBHbIE Mepbl MoTuBauua nepcoHana
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MoOwunbHblE YCTPONCTBA RISSPA

be professional

f{gaf

«KoHcbloMepusauua dygeT cambiM 3HAYNTENBHBIM TPEHOOM,
Bnuaowmm Ha IT B onuwxkanwme 10 net»

Gartner
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[Touemy BbIOMpaeT noTpebutens? RISSPA

be professional

IPad + Bluetooth Keyboard + Bluetooth Mouse = Desktop iPad computer?

20



[Touemy BbIOMpaeT noTpedbutens? RISSPA

be professional
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[Touemy BbIOMpaeT On3Hec? RISSPA

be professional

10:13 PM

CHWxXeHue 3aTpaT T o

Invoice

YaobcTBo Invoice

Attention: Bob Spicowicz Projec
Title: Director of Fun Projeéi.
[TocTOAHHAasA OOCTYMHOCTb Conparytns: B Comom e O
Address: 565 Street Ave. Invoiééﬂ
COT H M KO B City, State Zip Code: Detroit, Ml 48101 Tormi
pylul Date: sea0 W

[ToBbILLeHNE 3a(PPEKTUBHOCTH

bu3Heca o 3

MoTuBauua COTpyaHUKOB — T —

SUBTOTAL §103.85
TAX 8.25% $8.57

W ewwe pa3 cHMxXeHue 3aTpar...

22



OCHOBHbIE PUCKWK RISSPA

be professional

YTeyka KopnopaTUBHbIX AaHHbIX

*Tenepb OHU XpPaHATCS Ha NMUYHbIX
YCTPOUCTBAX COTPYOHUNKOB

/Icnonb3oBaHne HeJOBEPEHHbIX CEPBUCOB

XpaHeHuns n nepegayvun aaHHeix (Dropbox,
ICloud, etc.)

Kpaxka nnum noteps yctpouctea

BpenoHocHoe nporpaMmmHoe obecneyeHne

OcHogHoe oraceHue — rnomepsi KOHMPOoIsis Had 0aHHbIMU

23



Kak sawntnTbca? RISS PA

be professional

« Krnaccudukauma gaHHbIX, OLlEHKa PUCKOB, business value

* Bbibop HagexHon MODUIIbHOW NNaTtdopPMbl, HACTPOUKA MONUTUK

* Kcnonb3oBaHue cneymanbHbIX CUCTEM yNpaBfieHNa YCTPOUCTBaAMMU
e 3alluLlEHHbIE CEPBUCHI U MODUIBbHbIE KNMNEHTbI

« OO6yyeHne COTPYOAHMKOB M ayauUTbl 3aLLULLLEHHOCTH

24



Kak sawntnTbca? RISS PA

be professional

Impact
Ei:fr’ Low Medium High :‘;ﬁ
1 2 4 8 16

Very High

High

Medium

Probability

Low

Very Low

Knaccudgumkauma gaHHbIX OueHkKa puckoB
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Kak sawntnTbca? RISS PA

be professional

g

Bbi6op riinamaopmbl 3agucum om pasriuyHbIX pakmopos, maKux KakK KopriopamueHble
cmaHOapmbl, Harnu4ue MoburibHbIX KITUeHmMos u op.

26



Kak sawntnTbca? RISS PA

be professional

HacTpouka NnonnuTuk:

«CocTaB, AnnHa naporss n CPoK KU3HU;
*3allMLLEHHBIN CETEBON OOCTYM,
*YoaneHHoe ynpaBreHne gOCTynom,
*PazpelieHHble/3anpeLleHHble NPUNOXEHUS;
*YHUUYTOXXEHUE OaHHbIX;

U opyrue.

[Mpumepbl pyKOBOACTB:

IOS - http://www.dsd.gov.au/publications/iOS_Hardening_Guide.pdf

Android - http://www.sans.org/reading_room/whitepapers/sysadmin/securely-deploying-android-devices 33799
Blackberry - http://www.dsd.gov.au/infosec/epl/view _document.php?document_id=ODE3IyM|MjAzLjYUMTEOL|Q=

27
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Kak sawntnTbca? RISS PA

be professional

PeweHna MDM:
‘MyneTnnnatdopMeHHOCTb
*YNpaBnaemMocCTb

‘IHTerpauuna ¢ koprnopaTnBHOM MHPPACTPYKTYpOon 6e30nacHOCTH, B
TOM 4YMCNe C UeHTpaMn cepTuukaumnm

*MoOUNbHBLIA UNMN TOHKUN KITNEHT
*EanHbIE NONUTUKKM BEe3oNacHOCTU
e[lononHUTENbHbIE 3NTEMEHTLI KOHTPOSS

«CamoobcnyxusaHue nonb3oBarerneun

28
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Symantec Management Agent Symantec Agent

Console Users Guide

Symantec >
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Emallionthk Document NEW
SMP Overview
Symantec >
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Password: MMS Component Architecture
Symantec >

Document NEW
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[1na npumepa, cpaBHUTENbHLIM 0630p peweHnrn MDM - http://www.solotablet.it/blog/approfondimenti/mobile-device-management
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Kak 3awmntmntbca?

Workplace

< Activities
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i Dashboard
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_ Updates Int [O

'IBM Lotus Notes Trav...

O WIEORS " UPDATE

A\ / 204112111

- 108 5 support.

- Fixes some character encoding issues for user
names with spaces or special characters.

- Improved support for viewing attachments.

- Improved error handling and reporting.

- Additional Ul improvements.

= & % Q @°

Aty
Updates

CnieyuanusupogaHHble cep8uchl U MOBUIIbHbIE KITUEHMbI 4acmo
codepxxam docmolHble cpedcmea 3awumsl
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Kak sawntnTbca?
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Kak sawmntntbca? RISS PA

be professional

[lononHuTenbHble MaTepuansi:

Sophos Webcast on Android Security:
http://nakedsecurity.sophos.com/2012/01/22/sscc-80-mobile-security-podcast-with-vanja-svajcer/

5 Ways to Protect Your Mobile Apps:
http://www.cio.com/article/683229/Mobile App Security 5 Ways to Protect Your Smartphone

I0S Security Overview:
http://images.apple.com/iphone/business/docs/iOS Security.pdf

SANS Mobile Security Policy Templates:
http://www.sans.org/security-resources/policies/mobile.php

Mobile Device Forensics:
http://www.sans.org/reading room/whitepapers/forensics/mobile-device-forensics 32888

Mobile Device Security:
http://csrc.nist.qgov/news events/HIPAA-May2009 workshop/presentations/7-051909-new-
technologies-mobile-devices.pdf

+ Google, Yandex, cnpocumb mMeHs... ©
32
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